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OCCUPATIOMANAGERIAL
REFERENCE 8KS/Q007

An Assignment Managerin the Private Security&ctor is entrusted with the
operational, training and administrative responsibilities of one or more sec

unit(s) deployed at site(s).

Brief Job Description: Assignment Managers carry out s#pecific threats anc
risks assessment, plan and organize security; help clients in developing St3
Operating Procedures (SOP) and site instructions. They are responsib
development of a security plaand deployment of manpower and equipment fi
executing a security plan. Assignment Managers assess the efficacy of sé
unit’s guarding operations, traini
emergencies through security officers. Planning, trani deployment,
administration, documentation, reporting and liaison are some of the import
tasks of assistant managers.

Personal Attributes: An Assignment Manageshould be intelligent, educated
experienced and capable of handling security operaiat site(s). He shoul
possess good communication skills and be able to liaise effectively with the ¢
and stakeholders. He should establish effective communication channel with §
in-charge to monitor security operations.
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Qualifications Pack Code | SKS/@007
Jdb Role | Assignment Manager
Credits TBD Version Number K]
(NVEQF/NVQF/NSQF)
Sector Private Security Drafted on 01 June2013
Subsector 1. Commercial S AV ol 02 July 2013
2. Industrial
3. Personal protection
Occupation Managerial YA GEVEVAEIEEN 01 June2015
Job Role Assignment Manager
RoleDescription To manageoperations, training, administration and liaiséor security
unit(s) at single/ multiple locationsThe core responsibilityncludes
threat and risk analysis, SOP/ site instructions developm
deployment of manpower and equipment, leadershipnan
management supervision of operations, training, administration,
resourceutilisation, documentation andliaison withstakeholders

NVEQF NVQF level 6
Minimum Educational Graduate
Qualifications
Maximum Educational Not Applicable
Quialifications
Training Should have successfully compl
Applicable National Click on the hyperlink toead/download the required NOS
Occupational Standards | 1. SKS/N0126Manage the operations of a security unit
2. SKS/N0127QOrganise training of a security unit
3. SKS/N012- Administeing a security unit
4. SKS/N0129Manage scurity in different deploymentontexts
5. SKS/N0130Handle emergencies and security incidents
6. SKS/N0131Reduce risks to health andfsty in the workplace
7. SKS/N0132Maintain effective communication
8. SKS/NO033 - Conform to legal requirements while undertaking
security operations
9. SKS/N041- Plan and manage operations of security units at
multiple sites
Performance Criteria As described in the relevant OS units




g Qualifications Pacfor Assi tM Y6 N.5:D-C
ualifications Fackr Assignmen anager Nati |
% 4 ationa

Skill Development
Corporation

Keywords /Terms Description
-5 Sector Sector is a conglomeration of different business operations having si
y— businesses and interests. It may also be defined as a distinct subset
Q economy whose components share similar characteristics and interests
a) Subsector Subsector is derived from a further breakdown based on the characteri
and interests of itfomponents.
Vertical Vertical may exist within a stgector representing different domain areas
the client industries served by the industry.
Occupation Occupation is a set of job roles, which perform similar/related se
functions in an industry.
Function Function is an activity necessary for achieving the key purpose of the s

occupation, or area of work, which can be carried out by a persa@ngooup
of persons. Functions are identified through functional analysis and forn

basis of OS.

Subfunctions Subfunctions are suactivities essential tdulfill achieving the objectives @
the function.

Job role Job role defines a unique set of functions that together form a uni
employment opportunity in an organization.

Occupational OS specify the standards of performance an individual must achieve

Standards (OS) carrying out a function in the workplactogether with the knowledge an

understanding; hkshe needs to meet that standard consistent
Occupational Standards are applicable both in the Indian and g
contexts.

Performance Criteria | Performance Criteria are statements that together specify the standar
performance required when carrying out a task.

National Occupational NOS are Occupational Standards which apply uniquely in the Indian cor
Standards (NOS)
Qualifications Pack | Qualifications Pack Code is a unique reference code that identifi

Code gualifications pack.

Quialifications Qualifications Pack comprises the set of OS, together with the educat

Pack(QP) training and other criteria requiretb perform a job role. A Qualification
Pack is assigned a unique qualification pack code.

Unit Code Unit Code is a unique identifier for an Occupational Standard, whig

denoted¥ by an

Unit Title Unit Title gives a clear overall statement about what the incumbent sh
be able to do.

Description Description gives a short summary of the unit content. This would be hg
to anyone searching on a database to find the required one.

Scope Scopeis the set of statements specifying the range of variables tha
individual may have to deal with in carrying out the function which ha
critical impact on the quality of required performance.

Knowledge and Knowledge and Understandiraye statements which together specify th
Understanding technical, generic, professional and organizational specific knowledge
an individual needs in order to perform up to the required standard.




Keywords /Terms

ERT

Qualifications Pacfor Assignment Manager

Description
Emergencyresponse Team

N-S:D:-C
National

Skill Development
Corporation

NOS National Occupational Standard(s)

NVEQF National Vocational Education Qualifications Framework
NVQF National Vocational Qualifications Framework

oS Occupational Standard(s)

PPE Personal Protective Equipment

PSARA PrivateSecurity Agencies Regulation Act (PSARA) 2005
QP Quialifications Pack

RWA Residents Welfare Association

SOP Standard Operating Procedure

PSO Personal Security Officer
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Unit Code

Unit Title (Task)

Y N-5-D-C
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Skill Development
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National Occupational Standards

SKS/NO126Manage tte operations of a security unit
SKS/N0126

Manage the operations of a security unit

Description This unit provides Performance Criteria, Knowledge & Understanding and S
Abilities inmanaging the operations of a security unit
Scope 1. Threat and Risks.Situations arising from crimes, incidents, accide

emergencies, crowd/ mob control, aggressivehaviourand other natural or
manmade causes

2. Sitelnstructions Instructions covering the details of deployment and operati
at a particular site

3. Security Operations.Access control, screening & search, escort, arné(
unarmed security duties personal security officer dutiespbservation &
surveillance,control roam operations, traffic control parking management
information gathering, key-control, dealing with emergencies, investigatio
security-equipmenbperation, documentatiorand reporting

4. Security Equipment. Equipment to facilitate access control, sear@mnd
screening, parking, surveillanead detection of intrusion, smoke, heat, fire ar
gas leak

5. Training Requiremerg. Training required for security unit and stakeholders

6.-.Checks and InspectionPeriodic anc@rprise checks and inspections

7.. Emergencies ah Emergency Respons&esponse to emergencies by secu
unit and stakeholders

8." Untoward Situations.

9. Documents and Repaorting.

10. Designated Authority.

11. Personal Safety and Protection Equipment.

12. Sensitivities. Religious, cultural, privacy, gender and status

13. Safe Handling of FirearmsEnsureArmed Security Guardsand Personal Securif

Officers(PSQO)if provided with the detajlobserve laid down safety and secur
norms with regard to handling of firearms
Performance Criteria(PC) w.r.t. the Scope

Element
Performance Criteria
for the unit

Performance Criteria

To be competent, the user/individual on the job must be abte to

PC1.
PC2.
PC3.
PC4.
PCS.
PC6.
PCT7.
PCS8.

Comply withorganistional procedures related to security operations
Plan operations as per site instructions and availabilitesburces

Deploy personnel and resources in an efficient and economical manner
Reviewfunctioning ofteams and shifts and carry out improvements
Assess training and performance standardsesfurity unit

Check and report functioningf providedsecurityequipment

Check and report functioningf personal protectiorequipment

Initiate actions to have faulty equipment rectified
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PCO.

PC10.
PC11.
PC12.
PC13.
PC14.
PC15.
PC16.
PC17.
PC18.
PC109.

Organig securityoperations manually in the event of equipment malfunctic
Carry outperiodid surpriseinspectionsand checks

Communicate effectively witttam members andtakeholders

Take report and feedbadkom team members

Coordinate, organize, train and reheaesaergencyresponseeans (ERJ
Respond temergencies and irregular situations

Take preventive actionandcall for assistanceo control irregular situations
Maintain personal safety and safetytem members and stakeholders
Maintain documentsnd reports

Listen togrievances ofeam members and resolve problems

Report to designated superi®)

Manageresources of
a security unit

To be competent, the user/individual on the job must be able to

PC1.
PC2.
PC3.

PCA4.

Plan and organize requirgersonneland equipmen@s per site instructions
Assess and report suitability. of providpdrsonneland equipment

Carry out adjustents in deployment to cover deficien of personneland
equipment

Record and report status and issues related to personnekguibment

Organize guarding
operations

To be competent, the user/individual on the job must be abte to

PC1.
PC2.
PC3.
PC4.
PCS.
PCE6.

PC7.
PCS8.
PC9.
PC1o0.

Organig security andguarding operations againkkely threats and risks
Organise briefing of guards and supervisors between the shifts
Carry out periodic'review of the deploymeauhd operations

Control functioning and operations of CCTV control room, if provided
Follow the laid down procedure of key control

Institute a system of supervision, periodic/ surpriskecks inspectionsand
reporting

Prepare, issue and monitor patrolling plan

Debrief guards/ patrofssupervisorsafter the tasks

Take feedback

Deal with lost and found property

Controlentry to and
exit from premises

To be competent, the user/individual on the job must be able to

PC1.
PC2.
PC3.
PC4.

PCS.

PC6.

Identify likely threats and risks to premises from outside

Understand access control procedure and functioninthefequipment in use
Train team members in operation tife equipment

Brief team members regarding people/ vehicles/ material authorized to er
leave premises

Identify papers, passepermissionand documentationto facilitate entryand
exit of people/ vehicles/ materiab andfrom the premises

Organig receipt of postal mail and couriers, if assigned
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SKS/NO126Manage tte operations of a security unit

Controlscreening and To be

competent, the user/individual on the job mbstable to

searchoperations
PC1. Understandorocedureof screening and searatperations andhe functioning
of equipment in use
PC2. Train team members in operation tife equipment
PC3. Sensitise subordinates t o respe
gender/ religious/ cultural sensitivity
PC4. Deal with persons and vehicles violating laid down procedures
PC5. Identify presence oprohibited/ unauthorised items
PC6. Segregate material contaimg prohibited/ unauthorised items
Organise traffic To be competent, the user/individual on the job must be abte to

control andparking
PC1.

PC2.
PC3.
PC4.
PCS5.

Understand procedures for traffic control, parkingand operation ofthe
equipment in use

Train team members in operation tife equipment

Ensurevehicular traffic in theoremisess regulated

Organie parking operations

Deal with irregular-situations

Knowledge and Understanding (K)

A. Organizational The user/individual on the jolmeeds to know and understand:

Context
KA1. Procedures and site instructions related to-security operations
KA2. Reporting procedurs
KA3. Category of authorized people/ people debarred entry
KA4.  Types of identitylauthorisation documents in use
KABL. " Areas within the premises havimgstricted/ controlled entry
KAG6. Details of unauthorisd/ prohibited items
KA7. Action to be taken in case of recoveryurfauthorised/ prohibited items
KA8. Procedure for receipt of postal mail and couriers
KA9. Action to be taken in case of deliveryaduspicious packge
KA10. Method of securing and storing letters and packages
B. Technical/ The user/individual on the job needs to know and understand:
Domain
Knowledge KB1. Methods and techniques adopted bgiscreantsto defeat security measure

KB2.
KB3.
KBA4.
KB5.
KB6.
KBY7.

and equipment

Knowledge ofsecurityequipment installed in the premises

Capability and limitations of the security equipment in use
Understanding of signals emanating from equipment

Common faults occurring in the equipment

Procedure for carrying out operations manually, in casequipment failure
Indications regarding suspicious packages
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KB8. Items that cannot be put through screening and search equipment
KB9. Procedure for vehicle search

KB10.Personal protective gear required for security operations
KB11.Layout of the parking areas and traffic plarthe premises
KB12.Suitability of prevailing conditions for parking

KB13.Traffic signalssignageand markings

KB14.Category of vehicles

KB15.Untowardsituationsfacedduring security operations
KB16.Procedure for dealing withintoward situations

SIS
A. Core Skills/ The user/ individual on the job needs to know and understand how to:
Generic Skills SAl. Undertake risk and threat assessment to the premises

SA2. Deploy personnel and equipment to counter risks and threats
SA3. Organise.deployment into shifts and guatetails

SA4. Communicate effectivelyith.stakeholders

SAS5. Motivate security unit

SA6. Deal with people in a courteous yet firm manner

SA7. Comply withorganizational procedure and guidelines

SA8. Respectultural,religious and ge sensitivities

SA9. Carry out documentatioand.reporting

SA10. Maintain confidentiality of information

SA11. Use computers to facilitate operations and documentation

B. Professional Skill§ The user/individual on the job needs to know and understand how to:
SB1. Use security equipment to facilitate operations

SB2. Usecommunication equipment

SB3. Monitor functioning of surveillance equipment

SB4. Deploy personnel for security operations-as per security plan
SB5. Prepare a patrolling plan

SB6. Institute periodic and surprise checks

SB7. Recognize and read different kinds of identification paper
SB8. Analy® and infer the signalsmanating from security equipment

NOS Version Control

NOSCode SKS/N0126

Credits(NVEQF/NVQF/NSQ\ TBD Version number 1.0

Industry \ Private Security Drafted on 01 June2013
1. Commercial

Industry Subsector 2. Industrial SNV o)l 02 July 2013

3. Personal Protection

]

Back To NOS List

NNV ETREIGCEN 01 June2015
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Unit Code
Unit Title (Task)
Description

Y N-5-D-C
National
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National Occupational Standards

SKS/N01270rganise training of a security unit

SKS/N0127
Organise training of a security unit
This unit lays down Performance Criteria, Knowledge & Understanding
Skills &Abilities for organising training of a security unit.

Scope

1. Training Requirements. Preinduction training, orthe-job training,

specialized trainingfraining on security equipment(sgssessment o
training standards, formation of emergency respontssams (ERT
training of stakeholders, holding of modkill and rehearsals, trainin
aids and simulators and documentation

Documents. Muster roll, personal training state,attendance sheet

Element :
Assess the training
requirements

training and rehearsal register
3. StakeholdersPrincipal employer, superior(s), own management, secy
unit personnel, visitors and tenants/ residents
4. Training Infrastructure. Training areas, rainers, curriculum/ course
content, classroons, equipment, aidandsimulators

Performance Criteria (P®).r.t the Scope
Performance Criteria
To be competent, the user/individual on the job must be abte to

PC1.

PC2.

PC3.
PC4.

PCS5.
PC6.
PC7.

Understand relevant legislation gulations, organizationg
requirementsrelating to standards of trainingn the Private Security
Sector (PSS)

Assess sitspecifictraining requirement for security. personnel an
stakeholders

Assess the standards of training of security unit personnel

Report to superiorson existingtraining standards and-additiond
training requirel

Assess time required.for.conduct of training

Decide on learning objectives the training

Maintain environmental and situational awareneds upgrade
trainingstandards

Organise training
for security wnit

To be competent, the user/individual on the job must be abte to
PC1.

PC2.
PC3.
PC4.
PCS5.
PC6.
PC7.

Decide on the typ@ndmethod of trainingkeeping in view availabilit
of time and resources

Chalk out training programme(s)

Arrange for required trainers and training infrastructure

Brief security uniton training schedule

Carry out facilitate pre-induction training

Carry out facilitate on-the-job training

Train team members in the operation of secutiyd communication
equipment

11
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PC8. Carry out routine checks to assegsining efficacy

PC9. Conduct mocldrills/ rehearsals for security unit as per site
instructions

PC10. Assess and report astandards of training anderformance

PC11. Carry out training related documentation

PC12. Enforce organisation's standards of grooming, conductiztthviair

PC13. Motivate security team through personal example and involvemen

Organise training
for stakeholders

A. Organisational

Context
(Knowledge of the
company /
organisation and
its processes)

Knowledge andJnderstanding (K)

To be competent, the user/individual on the job must be abte to

PC1. Organise stakeholders into emergency response teams (ERT)

PC2. Decide on the type and method of training to be imparted

PC3. Chalk out training programme(s)

PC4. Arrange for required trainers and training infrastructure

PC5. Brief stakeholder®n training schedule

PC6. Carry out facilitate training

PC7. Carry out routine. assesgnt oftraining efficacy

PC8. Conduct mocidrills/ rehearsals as per site instructions

PC9. Record and reort the standar@ of preparedness.andesponseof
stakeholders/ ERTs

PC10. Encourags tt akehol der rough parsbnal @xammetan

involvement

The user/individual on the job needs to know and understand:

KA1l. Relevant legislation/ regulations, organizational guidelinegraining

KA2. Desired standards of training and response from security U
personnel and stakeholders

KA3.  Training @cumentation formats

KA4. Reporting procedure

KA5. Or g a ni maning imfrastrusture and capability

KAG6. Leadership and management fundamentals

KA7. Organizational protocol fgore-induction and orthe-job training

KA8. Management information system

KA9. Performance management system

KA10. Accounting and issue procedure for training stores, material
equipment

B. Technical/
Domain
Knowledge

The user/individual on the job needs to knawd understand:

KB1. Methods oftrainingsecurity personnehnd stakeholders
KB2. Assessment of training standardspersonneland stakeholders
KB3. Learning objectives of the training

12



Y N-5-D-C
National
g Skill Development
‘i y Corporation

National Occupational Standards

SKS/N01270rganise training of a security unit

KB4. Requirement of trainers and training infrastructure
KB5. Conduct of assessment

KB6. Conduct of mocidrills and rehearsals

KB7. Training documentation

KB8. Basic operating knowledge of computers

Skills (S)
A. Core Skills / The user/ individual on the job needs to know and understand how to:

Generic Skills

SAl. Organise effective training in a given situation

SA2. Commuicate effectively

SA3. Liaise with takeholdes

SA4. Motivate and lead the team

B. Professional | The user/ individual on the job needs to know and understand how to:
Skills

SB1. Organiseandfacilitate training andehearsals

SB2. Assess standards of training and response

SB3. Assess and report on training performances of team members

SB4. Decide on learning objectives

SB5.. Prepare training schedule @

SB6. Brief trainers and trainees

SB7. Report on training outcome

bh{ +SNEAZ2Y [/ 2y U0NPRf

NOS Code SKS/NQ27

Credits TBD Version Number 1.0
(NVEQF/NVQF/NSQF

Sector Private Security Drafted on 01 June 2013

Subsector 1. Commercial Last reviewed on 02 July 2013
2. Industrial

Next review date 01 June 2015

Back To NOS List
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Unit Code SKS/NQ28

Unit Title
(Task)
Description

Administeringa security unit

This unit specifies Performance Criteria, Knowledge & Understanding and S

Abilities for administering a securitnit.

Scope 1. Administrative Requirements.Accommodation, transpodtion, food, medical,
hygiene & sanitation, support stafghift timings, working hours,rest, leave,
entitlement of salary/ allowancespaymentto staff, documentation, addressg
grievanceswelfare,security of female guardsnd handling of petty cash

2. Documents. Muster roll, attendance sheetpay roll, site assignmerdocument
individual s wverif i c a tpersonnelrf@ovemenecoritrol
documents duty roster, leave & absence registaredical register

3. Leadership Administration, discipline, motivation, impartiality, punctuality
concern for sbordinates welfareandleading by example

4. Sakeholders Principal employer superior, own_management subordinates
visitors andesidentstenants

Performance Criteria (PC) w.r.t the Scope
Element Performance Criteria
Implementsecurity | To be competent, the user/individual on Job must be able to
unit processes @3

PC1. Commence operations at a new existingsite, as persite instructions

PC2. Assessite-specificadministrative requirements

PC3. Informsuperiors abouthe requirements

PC4. Issue identity cards to team members

PC5. Inform superior about complaints/ suggestion received fropnincipal
employer

PC6. Interact with team memberfrequently

PC7. Resolvayrievances of staff

PC8. Maintain confidentiality of information

PC9. Receive/ issue/ account for storeseantfor security unit

PC10. Prepareattendance sheet, overtime details aMiSreports

PC11. Oversee documentation of neantrants/ those leaving the site

PC12. Handle and account for petty cash

PC13. Pursue pending issu@d security unit andagencywith principal employer

Administera security | To be competent, the user/individual on the job must be able to:
unit

PC1. Identifyand addressmportant administrativeconcerns

PC2. Arrange for accommodation, transportation and food for the unit
PC3. Issue uniforms and accoutrements to the unit

PC4. Enforce dress code

PC5. Maintain discipline

15
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Knowledge and Unde

PCe6.
PC7.
PCS8.
PCo.

Liaise withown agencyprincipal employetto resolve issug

Ensure privacgnd personasafetyof the unit, especiallyof female saff
Motivate team through personal example and concern

Be impartiain dealings

PC10. Assess performance and standards of team members

PC11. Counsel team members on their performance and conduct

PC12. Recommendleserving personndbr promotion andrewards
rstanding (K)

The user/individual on the job needs to know and understand:

A. Organisational
Context

KAL.
KAZ2.
KAS.
KA4.
KAS.

KAO9.

KA10.
KA11l.
KA12.
KA13.

The site instruction

Details of personnednd equipment required

Channel ofeporting and communication with stakeholders

Contact details of stakeholders, superiors and team members
Documentation formats

Reporting procedure

Organizatioal standardson grooming, conduc¢toehaviourand performance
Leadership and management fundantals

Organizational protocol for resolutien of concerns/ grievances
Management information system

Performance management system

Compensation management

Accounting and issue procedure for stores, material and equipment

B. Technical/
Domain
Knowledge

Skills (S)
A. Core Skills/
Generic Skills

KB1.
KB2.
KB3.
KBA4.
KBS5.

SAL.
SA2.
SA3.
SA4.
SAS.
SAG.
SAT.

Theuser/individual on the job needs to know and understand:

Procedure for organizingdministrationin assigned premises
Suitability of provided personnahd equipment

Roles and responsibility of team members

Communication channel and formats

Basiooperating knowledge of computers

The user/ individual on the job needs to know and understand how to:

Man management

Usecomputersfor office functioning

Communicate effectively

Liaise withstakeholders

Motivate and lead teanthrough personal example and involvement
Resolvggrievances

Investigate incidents and be part of joint investigations

B. Professional Skills

The user/individual on the job needs to know and understand how to:

16
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SB1. Manage human resourse
SB2. Manage material and equipment

NOS Version Control

NOS Code | SKS/Na28

Credits TBD Version Number 1.0

(NVEQF/NVQF/NSQF)
Sector Private Security Drafted on 01 June2013

Subsector 1. Commercial Last reviewed on 02 July 2013
2. Industrial

Nextreview date 01 June2015

Back To NOS List
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SKS/N012%anage securityoperationsin different deployment contexts
Unit Code SKS/NQ@29
Unit Title (Task) Manage ®curity operationsin different deploymentcontexts

Descrption This unit provides Performance Criteria, KnowledgdJg&derstanding anc
Skills & Abilities in managing security operations in different deployn
contexts.

Scope 1. Deployment Contexts.

(a) Commercial Deployments.
(1) Single & multflat houses, row houses, condominiun

colonies and townships

(ii) Real estate, parks amuliblic utilities
(iir) Schools, colleges, university and hostels
(iv) Banks and ATMs
(v) Business parks, offices, shops and warehouses
(vi) ITES, BPO and KPO
(vii)~ “Hotels, restaurants, guest houses,-inns and motels
(vii) Hospitals, nursing homes and diagnostic laboratories
(ix) Malls, markes, bazars and shops
(x) Cinema, theatre, multiplex, fairs and exhibitions
(xi) Sports complexes and stadiums
(xii)  Live shows, weddings, conﬁaﬁmnd rallies
(xiii). Transport hubs and mass rapid transport system
(xiv) Religious places and shrines
(xv)  Tourist spots and monuments

(b) Industrial Deployments.
() Plants, factories and workshops
(i) Mines
(i) Refineries and pipelines
(iv) Sea ports and air ports
V) SEZs
(vi) Container yards and warehouses
(vii)  Transport and logistics yards
(viii)  Infrastructure

2. Threat and Risks.

(a) Unauthorised entry and trespass

(b)  Aggressive andrunken behaviour

(© Loitering and littering

(d) Eve teasing and molestation

(e) Robbery, theft, pilferage and shoplifting

4) Violence and assault

(9) Murder and suicide

(h) Kidnapping

19



N-S-D-C
MNational

Skill Development
Corporation

%

NOS

National Occupational Standards

SKS/N012%anage securityoperationsin different deployment contexts

Element

in different
deployment
contexts

A. Organisational

Context
(Knowledge of the
company /
organisation and
its processes)

Manage security

(i)
)
(k)
v
(m)

Performance Criteria (PC) w.r.t the Scope

Performance Criteria
To be competent, the user/individual on the job must be able to:

PC1.

PC2.

PC3.
PC4.
PCS5.
PCe6.
PC7.
PCS8.

PCO.

PC10.
PC11.
PC12.
PC13.

Knowledge and Understanding (K)

The user/individual on the job needs to know and understand:

KAL.
KAZ2.
KAS.
KA4.
KAS.

Accidents

Medical emergency

Public demonstration, labour unrest and crowd control
Fireaccidents

Natural & manmade hazards

Manage
instructiors
Assess and lay down plans for addressing site/dorapéatificthreats
and risks

Assess deploymerspecific training requirements for personnel
Provide preinduction/.onthe-job training tothe security unit

Deploy personnel and equipment per site instruction

Employ armed security guards and personal security officers
Brief the unit and appointments on their assigned tasks

Control response of the security @ twomainspecific risks anc
threats

Handle emergencies

Carry outroutine/ surprise checks and inspections

Communicate effectively with stakeholders

Report and record details related to security operations

Review efficacy of security plan and performance e€usity unit
periodically

security operati onandai®

Deploymentspecificdetails

Security procedures arglte instructions
Organizingper-induction and orthe-job training
Requirement of formation of ERT

Reporting procedure

B. Technical /
Domain
Knowledge

The user/individual on the job needs to know and understand:

KB1.
KB2.
KB3.
KBA4.
KB5.

Risks and threatspecific to @ployment

Deployment of man power and equipment as per plan
Response required to meespecificthreats

Operation of gcurity equipment in use

Reporting and recording formats
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A. Core Skills / The user/ individual othe job needs to know and understand how to:
Generic Skills

SAl. Handle emergencies with composure

SA2. Liaise and communicate effectively

SA3. Motivate and manage the members of the security unit

SA4. Assess situation,eportand call for assistance in case of emergen

B. Professional | The user/ individual on the job needs to know and understand how to:
Skills

SB1. Manage security operationa line withsite instructions
SB2. Control security unit’s respo

bh{ *SNBEA2Y [/ 2/ 0N ¢
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Unit Code SKS/NO30
Unit Title (Task) Handle emergencies and security incidents
Description This unit specifies Performance Criteria, KnowledgéJnderstanding ang
Skills & Abilitieso handleemergencies and security incideritsthe course of
security operations
Scope 1. Alarm and SensorsTo safeguard against intrusio& forced entry

detection of intruders fire and smoke alarms, SOS from residents
medical emergencies, elevator/ escalator crisis, gas leak, electrical
circuits, motion detection, alarms from building management systg
environmental hazards, services breakdoawd alarmsfrom CCTV

2. Alarm Activations.Forced efry, environmental, criminal activity, use
error, false alarm, systems failureheat, fumes, smoke,gas and
flammable liquid leak

3. Relevant Authority. Designated superior, lergency servicess/stems
engineersdients andmaintenance vendors

4. Emergency/ IncidenReporting:.
(a) Details of premises, date and time
(b) Cause of alarm activation, action takenshiouse reporting, reporting

to police and emergency. services

(c) Nature of casualty, if any

5. ‘Appropriate Actions.
(a) Respond with equipment/ aid at hand
(b) Request for qualified assistance
(c) Evacuate people, isolate area, inform and brief relevauthorities

andmaintain order

(d) Maintain safety of self and others

6. Accidents and Emergenciednvolving vehicles, machines, elevato
escalators, buildingschemicals, fires, blast, electricity, water, anim
medical and other manmade or natural causes.

7. Security incidentsCrime aggressivédoehaviour mob violenceyandalism
arsonandindustrial unrest

8. Stakeholders. Security team, medical firstaider, emergency respons
team, plice, emergency services

9. Procedures.Laid down Standard Operating Procedufer dealing with
any accident, emergency or untoward security situation, for which ¢
should be adequately trained and equipped

Performance CriterigPC) w.r.t the Scope

Element Performance Criteria

Handle To be competent, the user/individual on the job must be abte to
emergencies and

security incidents | pc1. Follow organisational procedures while responding to emergen
and security incidents
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A. Organisational

Context
(Knowledge of the
company /
organisation and
its processes)

PC2.
PC3.

PCA4.
PCS5.
PCe6.
PC7.
PCS8.
PCO9.

PC10.
PC11.
PC12.
PC13.

PC14.
PC15.
PC16.
PC17.

Knowledge and Understanding (K)
The user/individual on the job needs to kn

KAT.
KAZ2.
KAS.

KA4.
KAS.

KAG.
KAT.

Revieworganizational procedure periodically

Train and prepare security unit to respond to emergencies
security incidents

Take appropriate action

Identify and investigate causes of alarms

Communicate information and seek assistance

Ensure health and safgtwhile responding to risks and threats
Issue clear instructions to security unit in the event of emergencie|
Protect casualties and affected people from further risk
Evacuate premises to a safe location, as per plan
Retrieve property and valuables

Cordon off the area and preserve evidence

Participate in postncident process of identifying victims, witness
and suspects

Record and report incidefrelated details

Participate in investigation process

Sensitize security unit on findings of the istigation
Maintain the security and confidentiality of infoermation

ov’and understand:

Organizational procedure for responding to emergencies
Role and responsibilities of the security unit

Training format and frequency for security personnel and of
stakeholders

Details of superior and concerned agencies

Procedure for reporting emergeies and security incidents t
stakeholders and concerned agencies

Procedure for iFhouse investigation into the incident

Procedure for preservation of evidence

B. Technical/
Domain
Knowledge

The user/individual on the job needs to know amdlerstand:

KB1.
KB2.
KB3.
KBA4.
KB5.

KB6.

Sitespecific thread/ risks

Sitespecific personal protective equipmetat be used
Actions and procedure to be followed on alarm activation
Procedure for dealing with acciderasademergencies
Importance of maintaining safety and secuitfyself and others whilg
dealing with security incidents

Casualty handling and evacuation of premises

A. Core Skills / The user/ individual on the job needs to know and understand how to:
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Generic Skills
SAl. Comply with organizational procedures with regard to emergencies
SA2. Communicate instructions effectively

SA3. Plan and facilitate training for the security unit

B. Professional | The user/ individual on the job needs to know and understand how to:

Skills
SB1. Respondo emergencies as per laid down procedure
SB2. Assess and request for additional support, as required
SB3. Deploy and manage emergency response process
SB4. Administer firstaid and manage minor fires

bh{ +SNBEA2Y [ 2V iNPCf
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Unit Code SKS/NO13
Unit Title (Task) Reduce risks to health and safet the workplace

Description This unit specifies Performance Criteria, Knowledgé&Ji&erstanding and
Skills & Abilities requiredor mitigating risks to health and safety at th
workplace.

Scope 1. Health and safety threat/ risks

(a) Fires

(i)

1)

)

health and safety
at the workplace PC1.

PCE

PC3.
PC4.
PCS5.

PC6.
PC7.
PC8.
PC9.

PC1o0.
PC11.
PC12.
PC13.

(b) Electric short circuit, electric shock and electrocution
(c) Medical emergency

(d) Inflammable & toxichemicals gses

(e) Falls, trips and slips

(f) Natural calamities

(g) Malfunctioningequipment

(h) Poor entilation and suffocation

Improper use ofpersonalsafety gear and noadherence to safety
norms

Ergonomiaisks pertaining to long and static postures, prolongeske
of computerand viewing of monitor

Poor tygiene and sanitationonditions

(K) ‘Extreme temperature conditions

2. Reporting Description of incident, time, date, place, casualties and ac
taken

Performance Criteria (PC) w.r.t the Scope

Element PerformanceCriteria
Reduce risks to To be competent, the user/individual on the job must be able to

Carry out security operations in line with workplace health and sg
norms

Identify-the -main safety and health related. thréatsks within the
premises

Participate in discussions/ training on safety and health issues
Implement health and safety related procedures

Enforce the use opersonal protective egipment (PPE) by staks
holders

Ensuresafety of self and others whilearrying out duties

Identify key people for anchoring safety and health related roles
Organizerequiredequipment/ resources

Organize awareness trainifgr stakeholders

Organize and train emergency response ted&i’T)

Maintain the desired state of reautss for dealing witemergencies
Ensure placement of equipment and signage as per plan
Organize periodic mock drills/ rehearsals
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PC14. Deal with hazards and report based on operational proceslure

PC15. Report and record safety and health incidents

Knowledge and dderstanding (K)
A. Organisational | The user/individual on the job needs to know and understand:

Context
(Knowledge of the| KAL1. Policy/ procedures/ guidelines related to workplace health and sa
company / KA2. Responsibilities ahe security function related to health and safety
organisation and KA3. Limits and responsibilities of the security unit
its processes) KA4. Organizational procedure for handling different levels of risks

KA5. Reporting protocol for health and safety matters
KA6. Communication protocol
KA7. Documentation fomats and reports to be maintained

B. Technical/ The user/individual on the job needs to know and understand:
Domain
Knowledge KB1. Practices/ precautions related to health and safety

KB2. Health and safety risks/ hazards in the area of responsibility

KB3. Proces®of implementing changes within working practices

KB4. Required guipment/ resources

KB5. Organizing training sessions

KB6.. Mock drillandrehearsas

A. Core Skills / The user/ individual on the job needs to know and understand how to:
Generic Skills

SAl. Analyse threats and risks to health and safety

SA2. Communicae effectively

SA3. Carry out change management

B. Professional | The user/ individual on the job needs to know and understand how to:

Skills

SAl. Examineefficacy of existing.instruction on-health and safety
SA2. Suggest changes teducehealth and safety risks
SA3. Organise training and rehearsals

bh{ +SNBEA2Y [/ 2y NPT
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Unit Code

Description

Unit Title (Task)

SKS/N013
Maintain effective communication

This unit specifies Performance Criteria, Knowledge & Understanding
Skills & Abilities for communicatinvith stakeholders.

*/4 N-S-D-C
National
5kill Development
Corporation

National Occupational Standards

SKS/N0O13Maintain effective communication

Scope

Element
Communicate
effectively with
stakeholders

1.

0 N o Ok

Performance Criteria (PC) w.r.t the Scope
Performance Criteria
To be competent, the user/individual on theJob must be able to

PC1. Liaise and emmunicate effectively with stakeholdersn security

PC2. Institute a system ofeceivingfeedback from stakeholders
PC3. Enforce organisation's standards of communication, behaviour

PC4. Operate communicatioequipment effectively

PC5. Communicate securityelated protocol to stakeholders

PC6. Interact with stakeholders to understand their requirements
PC7. Interact with media on instructions

PC8. Resolve queries/ complaints of stakeholders as per procedure
PC9. Train the security peonnel in required communication etiquettes
PC10. Educate securitgtaff ongender, culturabndreligious sensitivities
PC11. Intervene and resolve instances of aggressive and unruly behavig

Stakeholders Security unit/ sukunit, residents, residentswelfare
association members, visitors, workers, staff, vendors, fac
management, service provideasnd maintenance staff

Communication Oral, written, electronic, broadcast, public addre
radio, telephone, signage, notice, gesticulatisignals, instructiongyody
language, use of language

Communication EquipmentWalkietalkie, telephone, intercom, mobil
phone,signagewhistle, lightsignals, hand signals, field signals
Sources of InformationSOPs archives, records, logs

Incidents Routine, emergency, criminal, namiminal

Information. Written, verbal,electronic,and public address system
Format Written and electronic

Documentation Relating to operatiog trainingand administraton

functions

courtesy within the security unit

Carry out and
review role-
related
documentation

To be competent, theser/individual on the job must be able to:
PC1. Identify essential documents to be completed and maintained by
PC2. Finalise the format for recording information/ incidents as |

PC3. Decide on timelines and frequency fubmission of reports

security unit

organizational procedure
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A. Organisational

Context
(Knowledge of the
company /
organisation and
its processes)

PCA4.
PCS5.
PCe6.
PC7.

PCs.

PC9.

PC10. Maintain security and confidentiality of information

Knowledge and Understanding (K)

The user/individual on the job needs to know and understand:

KAL.
KAZ2.

KAQ.

KA10.
KA11.
KA12.
KA13.
KA14.

Use computers and other equipment tacilitate documentation
Record and store documents as per organizational procedure
Forward report/ feedback to designated superior

Store and handle information/ media generated by the secu
equipment(s)

Handle electronic media and archive to store information/ docume
safely
Share i
basis

nformation with auto-khmoao

Organizational procedures relating to communication

Detalls of stakeholders/ concerned agencies

Means ofavailablecommunication

Detailsof security functions that need mp | oapgraova ’

Format and process for obtaining feedback

Organisation's standards of commupigation, behaviour and courte
Resolution process for queriesbmp s of stakeholders
Communication etiquette to be followed by.the security unit
Gender, cultural, religious and other sensitivities

Organizational procedur®r recordingand sharing of information
Timelines and periodicity for submission of reports/ documentatio
Frequency foreviewing records maintained by security unit
Storage and archival policy/ processes followed by the organizatig
Details of stakeholders/ agencies authorized to receive informatio

B. Technical/
Domain
Knowledge

A. Core Skills /
Generic Skills

The user/individual on-the job neetis know and understand:

KB1.
KB2.
KB3.
KBA4.
KB5.

S (s

The user/ individual on the job needs to know and understand how to:

SAL.
SA2.
SA3.
SA4.

Importance of maintaining security and confidentiality of informati
Storage and handling of data generated by security equipment
Useof computersfor office functioning

Means/ media for recording information

Type and format oflocumentation/ reports

Effectively ommunicae with stakeholders

Follow written/ telephone communication etiquette
Organise office functioand documentation process
Operate security equipment and retrieve data/ information
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SA5. Resolve conflicts anddisorderly behaviaor

B. Professional
Skills

The user/ individual on the job needs to know and understand how to:

SB1. Balancesecurityfunctionswith privacy and other considerations
SB2. Cross checkorrectness of information filed bsubordinates
SB3. Handle, store and share recordddta, information andnedia

bh{ +SNBEA2Y [/ 2y 0NRCf
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Unit Code

Description

Unit Title (Task)

| SKS/NOB3

\ Conform to legal requirements whileindertaking security operations

This unit provideferformance CriteriakKnowledge & Understanding ar
Skills & Abilities related to legal requirements to béserved while
undertaking securitpperations

Scope

Legal ProvisiongApplicablesections only)
1. The Indian Penal Code, 1860.
(a) General Exceptions (Sections 76,-&L, 87— 89 and 91- 95)
(b) Of the Right to Private Defence (Sections-94®6)
(c) Important Property & Bodily Offenses and their Punishments
(d) Cognisable and Netognisable Offeses
2. The Code of Criminal Procedure, 1973.
(a) Aid to Magistrate and Police (Sections-340)
(b) Public to-Inform.on Certain Offences (Section 39)
(c) Arrest by Private Person and Procedure on such Arrest (Sectio
(d) No Unnecessary Restraint (Section 49)
(e) Powerto Seize Offensive Weapons (Section 52)
(f) Lodging of Complaint and First Information Report with Police
(g) Summons and Warrants @
3. Special and Local Laws
(&) The Arms Act, 1959.
(i) Power to demand production of license, etc. (Section 19)
(i) Arrest of persons conveyingarms under suspiciou
circumstances (Section 20)
(iif) Deposit of arms, etc. on possession on ceasing to-be Ig
(Section 21)
(iv) Seizure and detention under orders of the Central Governrm|
(Section 24)
(v) Offences and penalties (Sections2%)
(b) Explosive Act, 1884nd The Explosive Substances Act, 1908
(c) The PrivateSecurity AgencieRegulation Act (PSARA) 2005
i) Para 4-Verification
ii) Para 5-Security training
iif) Para 6-Physical standards
iv) Para 15 Photo identity card
v) Para 16 Miscellaneous
5. Private SecurityAgencies Regulation RulesRules concerning securi
training, educational qualifications, physical standards of sec
personnel
6. Relevantprovisions ofActsconcerningHuman Rightsninimum wages
equal remuneration, payment o f

provident fund, e m pitewentieneofctild laboua
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prevention ofsexual harassment of women at workplace
Performance Criteria (PC) w.r.t. the Scope

Element

Conform to legal
requirements while
undertaking security
operations

Element

A. Organisational
Context
(Knowledge of the
company /
organisation and
its processes)

Knowledge and Understanding w.r.t the Scope

Performance Criteria
To be competent, the user/individual on the job must be able to:

PC1. Comply withlegal provisiongsapplicable tasecurity operations
PC2. Obtain claficationsin case ofloubt

PC3. Take cognisance of offencasd report to superiors/ police

PC4. Assist client in lodging complaint and FIR

PC5. Make arrangements to cordon off place of incident/ accident
PC6. Make arrangements to preserve evidence

PC7. Report and record details of sedyrincident/ accident accurately
PC8. Cooperate in investigations

PC9..Give evidence in court, if required by law
PC10Sensitisesubordinateson legal provisiongffectingtheir role

Knowledge and Understandiﬁgi(K)
The. user/individual onthe job needs to kno@nd understand:

KA1l. 'Responsibilities and limitations tfe assignedole

KA2. ' Personnel to be contacted for necessatarifications

KA3. Procedures to be followed in situations having legal implications
KA4. Communication protocol for reporting incidents:to client and pol

B. Technical /
Domain
Knowledge

A. Core Skills /
Generic Skills

The user/individual on the job needs to know and understand:

KB1. Legal aspectsf private security functions

KB2. _Difference between legal and illegal mcts

KB3. " Reporting and recording of events

KB4. Procedure for capperating with investigations

KB5. (ordoning off area of incident angreservationof evidence
KB6. Assistinglientin lodging complairgt and first information report
KB7. Procedurefor giving evidence in court

The user/ individual on the job needs to know and understand how to:
SAl. Operate within a legal framework

SA2. Differentiate between legal and illegal actions
SA3. Communicate with stakeholders

B. Professional Skills

The user/ individual on the job needs to know and understand how to:

SB1. Observdegal provisions related to security operations

35



e NOS

National Occupational Standards

YA M-S-D-C
Mational
5kill Development
Corporation

SKS/N013Zonform to legal requirements while undertaking security operations

SB3. Report and record incidents
SB4. Give evidence in the court

SB2. Impartawareness of legal requirements to the unit
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Shligelelel SKS/N0151
Unit Title (Task) Plan and manage operations of security units at multiple sites

Description This unit provides Performance Criteria, Knowledge & Understanding

Skills & Abilities for planning and managing security operatiorssngle or

multiple sites.

Scope 1. Threat and RisksSituations arising from crimes, idents, accidents
emergenciesind other natural or manmade causes

2. Site Instructions Instructions covering the details of deployment a
operations at a particular site

3. Security Operations.Access control, screening & seardyarding &
patrolling, observation &urveillance,control room operationstraffic
control,..parking.. management,information gathering, key-control,
dealing with emergenciesarmed & unarmed guard dutiesarmed &
unarmed escort duties personal security officer dutiesnvestigations
security equipmenbperation, documentation, liaison.and reporting

4. Security Equipment.Equipment to facilitate security operations af
prevention of fireandcrime @

5. Training RequirementTraining required for security unit personnel

6.. Checks and Inspection®eriodic andsurprise checks and inspections
operations, training and response

7. Emergencies and Responggesponse by security unit personnel

8. Untoward Situations. Situations arising due to crime, aggress
behavior, violence, accidents, incidents and emergencies

9. Doaiments and ReportingDocuments to be maintainelly securityunit
for operations, training, administration-and reporting

10. Assignmenirelated Documents. Agreement with the client, Servig
Level Agreement (SLA), site instructions, deployment plan

11.Designated 8perior. Appointments at private security agency a
employer’”s end, whom issues ar

12.Personal Safety and Protection Equipment.

13. Sensitivities. Religious, cultural, privacy, gender and stagessitivities
to be observed during the operations

14.Handling of FirearmsEnsure that armed security guards (ASG)
personal security officers (PSO), if forming part of the security
observe laid down safety and security norms with regard to handlin
firearms

15. Stakeholders Security unitmembers management, employer and staf
vistors and residents
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Performance Criteria(PC) w.r.t. the Scope

Element Performance Criteria
Planthe security To be competent, the user/individual on the job must be able to
operations

PC1l. Assesshreatsand risksto the sitg(s)

PC2. Drawupa security plan

PC3. Present security plan to themployexs)

PC4. Incorporate organisational procedures in the security plan

PC5. Discuss security unit operations with tleenployer(s)on behalf of
the Agency

PC6. Commence operations asaignedsite(s)

PC7. Arrange for requisite manpower, equipment and stores for the
site(s)from the Agency andmployer(s)

PC8. Coordinatetraining forpersonnelbeing deployed

PC9. Qoordinatelogistic support fothe site(s)

PC10. Establish a chain of reporting frotine site(s)

PC11. Prepare MI%nd submit requisé report to parent Agency

PC12. Deploy security personnel and equipmer# persite instructions

PC13. Execute assigned tasks in line client expectations

PC14. Carry out periodic review of sec\l% operations

PC15. Implementproceduralchanges on as regred basis

Manage thesecurity | To be competent, the user/individual on the job must be abte to

operations

PC1. Assign security officers and other appointments to site(s)

PC2. Task security officers to organize security as per security plan

PC3. Institute system othecks, inspections and reporting

PC4. Visit site(s) and meatmployer(s)

PC5. Check state of training and performance

PC6. Organise training of security personnel and stakeholders

PC7. Recruit/ readjust manpower between various site(s)

PC8. Ensure maintenance of security docunteby security officers

PC9. Ensure compliance on health and safety aspects at site(s)

PC10. Liaise with employer(s) to pursue pending operationa
administrative, training and businesslated issues

PC11. Manage customer relationsn behalf of parent Agency

PC12. Maintain operational, administrative and trainindocumentsand

reports
PC13. Prepare MIS
PC14. Report security incidents to designated superior
PC15. Cary out or order investigations
PC16. Cooperate with police in investigations
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PC17. Share periodic reports and feedback wiarent Agency

Knowledge and Understanding (K)

A. Organizational The user/individual on the job needs to know and understand:
Context

KA1l. Organisational mcedures and site instructions

KA2. Assignmentelated documents

KA3. SOPs and site instructions

KA4. Reporting procedures famployer and to parenfgency

KAB. Routine at the site(s)

KA6. Authorized and unauthorized peopléems/ practices/ activitiesat
the sitg(s)

KA7. Types of identityauthorization and securitgocuments invogueat
the sitg(s)

KA8. Layout of the premises

KA9. Security unifs)related documentation and reports

KA10. Billing procedureand payment realization from client(s)

KA11. d i ent ' s Dbiagragchyn i tion

KA12. Organization specifimenmunicatioft protocol

KA13. Obtainingfeedbackirom employer(s)

B. Technicall Theuser/individual on the job needs to know and understand:

DomainKnowledge

KB1.  Layout of thepremises

KB2. " Threat and risk analysis

KB3. Premisesspecific threats and risks

KB4..  Security and safetgquipmentrequired/ installed in the premises

KB5. Personal protectiveequipment required available for security
operations

KB6. Details of armed guards and personal security officiployed in
the premises

KB7. Procedure for dealing witbntoward situationsand emergencies

C. Core Skills/ The user/ individual on the jolmeeds to know and understand how to:

Generic Skills

SAl. Communicate effectively

SA2. Comply with organizational procedure and guidelines
SA3. Manage relations witlemployer(syand other stakeholders
SA4. Priaitize and handlemployer(syequirements

SA5. Use computers for office work
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D. Professional Skillg

The user/individual on the job needs to know and understand how to:

SB1.
SB2.

SB3.

SB4.
SB5.
SB6.
SB7.
SB8.

Plan security at site(s)

Manage security deployments commensurate to sipecific
threats/ risks

Assess requirement of requisite security and safety equipment a
site(s)

Organise intessite communication

Take regular reports and feedback from site(s)
Communicatewith employer(syand other stakeholders
Listen to and solve grievances of security unit personnel
Liaise with police and other agencies
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